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**Tip of the Month**
Fraudulent Notification Deceives Consumers Out of Thousands of Dollars
The FBI continues to receive reports of letters and e-mails being
distributed pursuant to prize sweepstakes or lottery schemes. These
schemes use counterfeit checks that bear legitimate-looking logos of
various financial institutions to fool victims into sending money to the
fraudsters.
Fraudsters tell victims they won a sweepstakes or lottery, but to receive a
lump sum payout, they must pay the taxes and processing fees upfront.
Fraudsters direct individuals to call a telephone number to initiate a
letter of instructions. The letter alleges that the victim may elect to take
an advance on the winnings to make the required upfront payment. The
letter includes a check in the amount of the alleged taxes and fees, along
with processing instructions. Ultimately, victims believe they are using the
advance to make the required upfront payment, but in reality they are
falling prey to the scheme.
The victim deposits the check into their own bank, which credits the
account for the amount of the check before the check clears. The victim
immediately withdraws the money and wires it to the fraudsters.
Afterwards, the check proves to be counterfeit and the bank pulls the
respective funds from the victim’s account, leaving the victim liable for the
amount of the counterfeit check plus any additional fees the bank may
charge.
Persons may fall victim to this scheme due to the allure of easy money and
the apparent legitimacy of the check the fraudsters include in the letter
of instruction. The alleged cash prizes and locations of the financial
institutions vary.
Tips to avoid being scammed:





A federal statute prohibits mailing lottery tickets, advertisements,
or payments to purchase tickets in a foreign lottery.
Be leery if you do not remember entering a lottery or sweepstakes.
Beware of lotteries or sweepstakes that charge a fee prior to
delivering your prize.
Be wary of demands to send additional money as a requirement to be
eligible for future winnings.
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Thefts
01/03 UM Hospital
Contractor reported that a laptop computer case he placed on a table in the
main lobby was taken. Security video revealed that a male picked up the
case and exited the building. The case contained a video recorder and work
related tools. The items were valued at $550.00.
01/03 Clinical Research Building
Employee reported that a change purse and wallet were missing from an
unsecured 9th floor office. The wallet contained a driver license, credit cards
and $5.00 cash.
01/03 Diabetes Research Institute
Unicco supervisor reported that a hedge trimmer was missing from a storage
area. Item valued at $400.00.
01/05 UM Hospital Parking Garage
Visitor reported that their vehicle was broken into while parked on the 7th
level. A wallet containing $120.00 cash and credit cards along with a garage
door opener and CD’s were taken.
01/05 Dominion Garage
Employee reported damage to the driver’s side door lock of his vehicle
parked on the 4th level. Both drivers’ side windows were down. It was not
determined what was missing.
01/05 Dominion Garage Building
Contractor left a cell phone scanner on the outside table at the Subway
restaurant and when he realized it and returned it was gone. Item valued at
$2,000.00.
01/05 UM Hospital
Transportation van driver reported that she left a personal bag on the van
while she left the vehicle at the East Building main entrance. The driver
returned to fine the vehicle had been moved and $20.00 cash was missing
from the bag.
01/05 Calder Library
Student reported that he discovered that his iPhone was missing when he
returned home from visiting the library. On 01/07 the student reported that
he located the phone. (Solved)
01/06 UM Hospital
Visitor reported that an iPod was missing from her vehicle when returned by
the valet.
01/06 Gables One Tower
Employee reported that her iPhone left unsecured on her desk was missing.
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01/10 Fred Cowell Mall
Security observed a male taking a headlight off a bicycle locked to the rack
on the west side of the Biomedical Research Building. The male was
contacted and the light was recovered. Miami Police responded but the male
was not arrested. (Solved)
01/10 Bascom Palmer Eye Institute
Administrator reported that a camera valued at $13,000.00 was missing from
new optical machine delivered 12/13/10 and being assembled on the ground
floor. Security investigator discovered that the camera was left in a
cardboard box that was waiting for disposal. (Solved)
01/10 UM Hospital
Patient reported that $80.00 cash was missing from his bag in a 7th floor
room.
01/11 1390 NW 17th Avenue
Contractor reported that his vehicle was broken into while parked at the
construction site. Power and hand tools were taken.
01/12 Sylvester Cancer Center
Employee reported that a computer privacy screen was missing from a 2nd
floor department. Item valued at $200.00.
01/14 UM Hospital Parking Garage
Vendor reported that their vehicle was broken into while parked on the 4th
level. There were no signs of forced entry. Clothing items valued at
$12,700.00 were taken.
01/15 UM Hospital and Clinics
Contractor reported that their truck parked in the receiving area was broken
into. Power tools and a bucket full of cooper fittings were missing.
01/19 UM Hospital
A physician reported that a digital camera was missing from the overhead
cabinet in his officer on the 4th floor of the East Building. Item valued at
$1,000.00.
01/19 UM Hospital
Physician reported that a digital camera was missing from an unsecured
office on the 4th floor of the East Building. Item valued at $400.00.
01/21 Bascom Palmer Eye Institute
Employee reported that 6 chairs from several 3rd floor exam rooms. On 01/25
the security investigator located the chairs. (Solved)
01/24 Sylvester Cancer Center
Employee reported that a makeup bag left in an unsecured desk drawer was
missing. Item valued at $50.00.
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01/26 Northwest 15th Street and 9th Avenue
Employee reported that a license tag was missing from a UM truck parked in
the surface parking lot.
01/26 UM Hospital
Administrator discovered that 12 Blackberry cell phones and a wireless
keyboard were missing from a 4th floor conference room secured storage
area.
01/31 Dominion Towers
Unicco supervisor reported that a wet/dry vacuum cleaner was left on the 1st
floor on 01/28 and was missing. Item valued at $350.00.
01/31 UM Hospital
Administrator reported that her wallet was missing from an unlocked drawer
in an unlocked office on the 4th floor of the East Building. Wallet contained
$80.00 cash, credit cards and identification.

Assault
None

Burglary
None

Vehicle Incidents
01/12 Hope Lodge
Contractor’s truck struck the card access reader pole at the entrance to the
rear parking area, causing minor damage.
01/19 15th Street Garage
Employee struck a column on the 8th floor causing minor damage.
01/26 Sylvester Cancer Center
Visitor reported that there was minor damage to the left side wheel when it
was returned by the valet.

Trespassers
01/04 Gautier Building
Physical Plant staff reported a suspicious male wandering around in the
building. Security was unable to locate the individual.
01/04 Professional Arts Center
Security discovered two males selling candy on the 6th floor. The individuals
were escorted off the property.
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01/05 Biomedical Research Building
Security notified of a male sleeping on the east side curb. The male was
contacted and asked to leave the area.
01/06 Papanicolaou Building
Security discovered a male sleeping on the northwest side of the building.
The male was escorted off the property.
01/14 Bascom Palmer Eye Institute
Security observed a male in the Retter Food Court loitering around the
vending machines. The male was contacted and escorted out of the
building.
01/15 Diabetes Research Institute
Employee reported that a male approached their car in the southeast drive
way and slapped the driver’s window. When the employee reached for their
cell phone the male walked away. Security could not locate the individual.
01/26 Sylvester Cancer Center
Employee reported that a male gathered up all the muffins put out for
patients in a 1st floor waiting area then ran out of the area. Security was
unable to locate the individual.
01/31 UM Hospital and Clinics
Security observed two suspicious males enter and proceed to get coffee
from the 2nd floor waiting area. The males were contacted and it was
determined they were not patients and escorted out of the building.
01/31 Mailman Center Debbie School
Security observed a suspicious male loitering around the main entrance.
The male was contacted and escorted off the property.

Escorts
University of Miami Security Officers provided escorts to any place on
campus, including Metrorail. We encourage you to use this service
when walking alone and particularly after hours. Security Officers will
meet you at your work location and escort you safely to your vehicle,
Metrorail, or any other building on campus. Call 243-SAFE (7233) to
request an escort. You may be able to reduce your waiting time if you
call a few minutes before you are ready to leave.
During January, security officers provided 99 escorts with an average
waiting time of 3:22 minutes.

General Information
FREE SECURITY SURVEYS or CRIME PREVENTION SEMINARS
Conducted on an individual or group basis. To make an appointment
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or to request information, call Lee Michaud, Crime Prevention &
Training Manager at 243-5084.
CRIME TIP HOTLINE (243-6280)
Caller can remain anonymous. All information kept confidential. Ask
for Craig Hopkins, Investigator at 243-6280.
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